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’1 Congress

Annual report Annual reports Annual report
to Congress to Congress
(OMB B | (Agency G (NIST i
- Develop policies. principles, Prg;rdes - Develop, document, and - Provide guidance for information
guidelines on IS guicance implement an agencywide systems and security
- Oversee agency compliance with information security program e - Develop standards for information
FISMA (risk assessments, periodic Standards categorization
- Heview, approve, disapprove Reports testing and evaluation, security and guidance | - Provide technical assistance on
agency |S programs awareness training, etc.) compliance with standards
IG reviews
agency program
Coordinates Coordinates

Agency comments
on 1G review

Inspector General (I1G)
- Perform independent annual
assessment of agency IS program

Source: GAQ analysis of FISMA and implementing guidance.

[ GAO ]

Government Accountability Office
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*CNSS (Committee on National Security Systems)

Certification & Accreditation




Fiscal Year 2008 Report to Congress on Implementation of The Federal Information Security Management Act of 2002 (OMB)
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* Certification & Accreditation: C&A
v’ 2008 C&A 2007 92% 96%
2
v’ 2008 92% 93%
86% 95%
2
v 25 24 IG 80%
¢ C&A
v IG 92%  C&A "satisfactory”
76%
2
v 10,679 high impact 1,168
moderate impact 4,112 low impact 4,690
709
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OMB ( )
2
v’ 2008 88% 89%
*
v FISMA
(almost always) 12 8
* POA&M
v POA&M
84% POA&M
2
v Federal Desktop Core Configuration(FDCC)
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v C&A 100%
v
v 100 PIA° SORN

PIA Privacy Impact Assessment SORN System of Records Notice




Table 4: Results of IG Assessments for Fiscal Year 2008 FISMA annual report

Agency Effective Quality of Completeness | Quality of Privacy
POA&M Certification of System Impact
8 and Inventory Assessment
Aecereditation Process
Process
Agency for International Development Yes Excellent 06-100% Excellent +
Department of Agriculture Ne Poor 81-95% + Satisfactory +
Department of Commerce Yes Satisfactory + 96-100% Good
Department of Defense No Failing 0 Failing
Department of Education Yes Satisfactory 96-100% Excellent +
Department of Energy Yes Satisfactory 96-100% Satisfactory
Environmental Protection Agency Yes Good + 096-100% Excellent +
General Services Administration Yes Satisfactory 06-100% Satisfactory
Department of Health and Human Services Yes Satisfactory - 81-95% - Good -
Department of Homeland Security Yes Good + 96-100% Good
Department of Housing and Urban Development Yes Satisfactory 96-100% Satisfactory -
Department of the Interior No Satisfactory + 96-100% Excellent +
Department of Justice Yes Good - 96-100% Excellent
Department of Labor Yes Satisfactory 06-100% Good
National Aeronautics and Space Administration Yes Excellent + 96-100% Good
National Science Foundation Yes Good 96-100% Excellent
Nuclear Begulatory Commission Yes Satisfactory + 96-100% + Excellent
Office of Personnel Management Yes Satisfactory - 96-100% Excellent +
Small Business Administration Yes Satisfactory 06-100% Satisfactory
Smithsonian Institution Yes Satisfactory 96-100%% + Satisfactory -
Social Security Administration Yes Good - 96-100% Excellent +
Department of State Yes Good + 96-100 % Good +
Department of Transportation No Satisfactory 96-100% Satisfactory -
Department of the Treasury Yes Satisfactory 96-100% + Satisfactory
Department of Veterans Affairs Yes Sadsfactory + 96-100%0 + Satisfactory +
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Figure 1: Incidents Reported to US-CERT in Fiscal Years 2006 through 2008
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Source: GAD analysis of US-CERT data.
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Information security: Progress Reported, but Weaknesses at Federal Agencies Persist (GAO-08-571T)

GAO
4 C&A

4 GAO IG OMB




(

2007
FISMA
FEDERAL COMPUTER SECURITY REPORT CARD May 2008
GOVERNMENTWIDE GRADE 2007: C (2006: C-)
2007 | 2006 2007 | 2006
NATIONAL AERONAUTICS AND

DEPARTMENT OF JUSTICE A+ | A- |SPACE ADMINISTRATION C | D-
AGENCY FOR INTERNATIONAL
DEVELOPMENT A+* | A+ | DEPARTMENT OF STATE C-| F
ENVIRONMENTAL PROTECTION
AGENCY A+ | A- | DEPARTMENT OF EDUCATION C-| F
NATIONAL SCIENCE FOUNDATION | A+* | A+ [DEPARTMENT OF COMMERCE D+ | F
SOCIAL SECURITY DEPARTMENT OF
ADMINISTRATION A+* | A |TRANSPORTATION D | B
HOUSING AND URBAN
DEVELOPMENT A | A+ | DEPARTMENT OF LABOR D | B-
OFFICE OF PERSONNEL
MANAGEMENT A- | A+ | DEPARTMENT OF DEFENSE D- | F
GENERAL SERVICES
ADMINISTRATION B+ | A |DEPARTMENT OF THE INTERIOR F F
DEPARTMENT OF ENERGY B+ | C- |DEPARTMENT OF TREASURY F F
DEPARTMENT OF HOMELAND NUCLEAR REGULATORY
SECURITY B+ | D |COMMISSION F F
DEPARTMENT OF HEALTH AND DEPARTMENT OF VETERANS
HUMAN SERVICES B | B |AFFAIRS F | NA
SMALL BUSINESS
ADMINISTRATION B | B+ |DEPARTMENT OF AGRICULTURE F F

*Based on Financial Statement reporting and audit results showing “no significant deficiencies” we have confidence these grades accurately reflect agencies’ ability to secure data.

All other agencies showed “material weakness™ or “significant deficiency,” which made it more difficulf to use FISMA criteria alone to evaluate an agency’s informafion security

posture.

Copyright(C) 2009

(http://www.nisc.go.jp/)

S\
"ISCW

¢ Annual Testing

¢ Plan of action and milestones
+ Certification and accreditation
¢ Configuration management

¢ Incident Reporting

¢ Training

< Inventory

* 9710100 = A+
e 94t096 = A
* 90to 93 = A-
e 871089 =B+
» 841086 =B
» 80to 83 =B-
e 771079 =C+
e 74t076=C
e 70to 73 =C-
* 671069 =D+
* 64t066=D
* 60 to 63 = D-
* 59 and lower = F
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(2003 06

Agency 2006 2006 2005 2005 2004 2004 2003 2003
Score | Grade | Score | Grade | Score | Grade | Score | Grade
Agriculture 20.5 F 2 F 49.5 F 40 F
AID 99 A+ 100 A+ 99 A+ 70.5 C-
Commerce 50 F 67 D+ 36.5 F 72.5 C-
DOD* 39.75 F 38.75 F 65 D 65.5 D
Education 57.25 F 71 C- 76.5 C 77 C+
Energy 71.5 C- 46.75 F 48.5 F 505 F
EPA 92 A- 97.5 A+ 84 B 74.5 C
GSA 95 A 92.5 A- 79.5 C+ 65 D
HHS 86.5 B 45.5 F 495 F 54 F
DHS 66 D 33.5 F 20.5 F 34 F
HUD 98 A+ 67.5 D+ 28 F 40 F
Interior 56 F 41.5 F 67 D+ 43 F
Justice 90 A- 66.5 D 82.5 B- 55.5 F
Labor 82 B- 99 A+ 83 B- 86.5 B
NASA 60.75 D- 80 B- 60 D- 60.5 D-
NRC 53 F 60.5 D- 88 B+ 94.5 A
NSF 99 A+ 95 A 77.5 C+ 90.5 A-
OPM 99 A+ 98 A+ 72.5 C- 61.5 D-
SBA 89 B+ 77 C+ 60 D- 71 C-
SSA 96.5 A 99 A+ 86 B 88 B+
State 41 F 37.5 F 69.5 D+ 39.5 F
Transportation 86 B 71.5 C- 91.5 A- 69 D+
Treasurv™ 40 F 60.5 D- 68 D+ 64 D
VAF R w¥E 46 F 50 F 76.5 C
Government- 72.9 C- 67.3 D+ 67.2 D+ 65 D

wide Average

*The Inspector General for these agencies did not provide independent
evaluations of their agencies’ FISMA reports for FY03. Therefore, the scores are
based on self-reported numbers submitted by the agencies.

**The Department of Veterans Affairs did not provide its FY06 FISMA report.
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